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1. TEPMWHbI N COKPALLEHNA

MepcoHanbHble gaHHble (MOH) — ntobasa nHdpopmMaums, OTHOCALLAACSA K MPSAMO UM KOCBEHHO
onpegeneHHoMy nnu onpegensemMomMy usmyeckomy nuuy (CybbekTy nepcoHanbHbIX aHHbIX).

OnepaTop — rocyaapCTBEHHbIN OpraH, MyHUUMNanbHbIA OpraH, topunandeckoe nnmn dpusmnyeckoe

L0, CaMOCTOSTENbHO MM COBMECTHO C APYrMMU L @MU OpraHn3yoLmne 1 (Mnu) ocyLecTensowme
006paboTKy NnepcoHanbHbIX AaHHbIX, @ Takke onpeaensowme Luenn odpaboTkn nepcoHanbHbIX SaHHbIX,
COCTaB NepcoHanbHbIX AaHHbIX, nognexawmx obpaboTke, 4ENCTBMSA (onepaumm), coBepLUaeMblie ¢
nepcoHanbHbIMU AaHHBIMW.

O6paboTka nepcoHanbHbIX AaHHbIX — Nboe aencreme (onepaums) Uinm COBOKYMHOCTb

AencTBui (onepaunin), cCoBepLlaemMbIX C UCMONb30BaHNEM CPEeACTB aBToMaTm3aumm unm 6es
NCNONb30BaHUA Taknx CpeacTB C NePCOoHanNbHbIMU AAHHBIMM, BKOYas cbop, 3anvck, cuctemaTnsaumio,
HaKonneHue, XxpaHeHne, yTouHeHne (0GHOBNEHNE, N3MEHEHNE), U3BNEYEHME, UCNOMb30BaHNe, Nnepegady

(pacnpocTpaHeHue, npegocTaBneHme, 4octyn), obes3nnynsaHne, 6nokMpoBaHue, yaaneHue,
YHUUTOXEHNE NEPCOHANbHbIX JAHHbIX.

ABTOMaTM3MpoBaHHast 0bpaboTka NepcoHanbHbIX AaHHbIX - 06paboTka NepcoHanbHbIX
AAHHbIX C MOMOLLIbIO CPEACTB BbIYNCIIUTENBHON TEXHUKMN.

PacnpocTpaHeHue nepcoHarnbHbIX AaHHbIX — OEWCTBUS, HAanpaBieHHbIe Ha packpbiTne
nepcoHanbHbIX AaHHbIX HeonpeaeneHHoMy Kpyry nuy,.

MpenocTaBneHne NepcoHasnbHbIX AaHHbIX - AENACTBMS, HanpaBlieHHbIe Ha pacKpbITve
nepcoHanbHbIX AaHHbIX ONPeAeneHHOMY NMLy N onpeaeneHHoMY Kpyry nuu,.

BrnoknpoBaHue nepcoHanbHbIX AaHHbIX — BpEMEHHOE NnpekpalLeHmne o6paboTkum
nepcoHanbHbIX JaHHbIX (32 UCKIOYEHMEM crydaeB, ecnm obpaboTka Heobxoanma Ans yTOYHEHUs
nepcoHasnbHbIX AaHHbIX).

YHU4TOXEHNE nepcoHanbHbIX AaHHbIX — nencTeus, B pesynbTaTte KOTOPbIX CTaAHOBUTCA
HEBO3MOXHbIM BOCCTAHOBUTb CoepXaHne nepCoHalrlbHbIX aHHbIX B VIH(pOpMSLWIOHHOVI cncrteme
nepcoHasribHbIX AaHHbIX U (MJ'IM) B pe3yribTaTe KOTOPbIX YHUYTOXAaKTCA MaTepuraribHble HOCUTESN
nepcoHalribHbIX AaHHbIX.

O6e3nnymBaHne NepcoHarnbHbIX AaHHbIX — OEWCTBUS, B pe3yfibTaTe KOTOpbIX CTAHOBUTCS
HEBO3MOXHbIM 6€3 MCNONb30BaHWSA AOMONHUTENBHOW MHpOpPMaLMK onpeaenuTb NPUHaAIEXHOCTb
NepcoHarnbHbIX AaHHbIX KOHKPETHOMY CYOBbEKTY NepCcoHarnbHbIX AaHHbIX.

NHpopmaumoHHaa cuctema nepcoHanbHbiX gaHHblX (MCIMOH) — COBOKYNHOCTb
copgepxaiumxca B 6asax gaHHbIX NepCoHarbHbIX AaHHbIX 1 obecnevmBaroLmnx nx ob6paboTky
NHPOPMALMNOHHBLIX TEXHONOMMIA U TEXHNYECKNX CPeacTB.



TpaHcrpaHuyHasa nepegada NepcoHanbHbIX AaHHbIX - Nepeaada NepcoHanbHbIX AaHHbIX Ha
TEpPPUTOPUIO MHOCTPaAHHOIO rOCyAapCTBa OpraHy BnacTy MHOCTPAHHOIO rocyaapcTea, MHOCTPaHHOMY
pr3nyeckomy N1y UM UHOCTPaAHHOMY PUANYECKOMY NNLLY.

2. OBJIACTb NPUMEHEHWA

2.1 NonoxeHune 06 obecneyeHnn 6e3o0MacHOCTN NepcoHanbHbIX AaHHbIX B (fanee — NonoxeHune)
pa3paboTaHo B LeNnsax BbINONHEHNA TpeboBaHun 3akoHogaTenbcTea Poccuiickon ®egepauumn B obnacTtu
3alMTbl NEepCoOHarbHbIX AaHHbIX.

2.2 Hactosiwee lNonoxeHne onpegenseT NopsiAok U NnpaBuna opraHvMsaumm n nposeaeHns pador
no obecneveHunto 6esonacHocTh nepcoHanbHbIX AaHHbIX B OO0 dupma «CTOM» (ganee — Onepatop).

2.3 Hactodawmin JOKYMEHT y4YuTbIBaeT NOSIOXKEHNA OCHOBHbIX HOPMAaTMBHbIX MPaBOBbIX aKTOB B
obnacTtu 3aWmThl NEePCOHarbHbIX AAHHbIX, 8 UMEHHO:

depepanbHoro 3akoHa ot 27.07.2006 Ne 152-03 «O nepcoHanbHbIX AaHHbIX»;

MocTtaHoBneHue lMNMpaButenbctea Poccuiickon ®epepauyum Ne1119 ot 1 Hosi6pa 2012 r. "O6
yTBEPXAEHUM TPeOOBaHWUI K 3aLmTe NepcoHarnbHbIX AaHHbIX Npy X obpaboTke B
MHGOPMAaLMOHHBIX CUCTEMAX NePCOoHanbHbIX AaHHbIX",

MoctaHoeneHus MNMpasutenbctBa PP ot 15.09.2008 Ne 687 «O6 yTBepxaeHumn [NonoxeHus
06 ocobeHHOCTAX 06paboTKn NepcoHanbHbIX AaHHbIX, OCYLLECTBISIEMON 6€3 NCNONb30BaHNUSA
CcpencTB aBTOMaTU3aLUmny;

2.3.1 HopmaTtmeHbix aktoB PCTIK Poccuu:

«basoBorn mogenn yrpo3 6e3o0nacHOCTM NepcoHarnbHbIX AaHHbLIX Npy nx 06paboTke B
NHOPMaLMOHHBLIX CUCTEMAX NepPCOHarnbHbIX AAaHHBLIX», YTBEPXXAEHHON 3amecTuTenem
anpektopa PCTIK Poccum 15 dpeBpang 2008 r;

«MeToaunka oueHkn yrpo3 6esonacHocTn nHdopmauuny, yreepxageHa PCTIK Poccun 5
deBpans 2021 r.;

Mpukas ®enepanbHON CryX6bl N0 TEXHUYECKOMY 1 AKCNOPTHOMY KOHTponio (PCTIK
Poccun) ot 18 dpespans 2013 r. N 21 "O6 yteepxaeHum CocTtaBa 1 cogepkaHus
OpraHn3auUmMoHHbIX 1 TEXHNYECKMX Mep No obecneyeHnto 6€30nacHOCTM NepPCoHarbHbIX
AaHHbIX NpK MXx 06paboTke B MHPOPMALMOHHBIX CUCTEMAX NEPCOHaNbHbIX AAaHHbIX";

2.3.2 HopmaTtueHbix aktoB ®CB Poccum.

2.4 Hactosuee NonoxeHne npegHasHavyeHo ansi Bcex pabotHnkoB OnepaTtopa, a Takke TpeTbux
nny, NONy4varoLmnX BPEMEHHbIN UM MOCTOSAHHBIN JOCTYN K 0bpabaTtbiBaeMbiM Y Hero MNOH Ha 3aKOHHOM
OCHOBaHUN.

2.5 Hactoswee NonoxeHne 4enCTBYET C MOMEHTA €ro YTBEPXKAEHUS PyKOBOAUTENEM
Onepartopa.

2.6 AkTyanusauus Hactosiwero lNonoxeHna npoBOANTCA He pexe, YeM [Ba pasa B ro B
COOTBETCTBUM C PernameHTOM no npoBeAeHNIO KOHTPOSTbHbLIX MEPONPUATUR U pearnpoBaHNIO Ha
WHUMAEHTbI MHPOPMAaLMOHHON 6GE30MacHOCTMW.



2.7 BHeceHuMe n3ameHeHun B HacTodllee NonoxeHne nMbo yTBep)KAEHNE ero HOBOW pefaKkLumm
NpPoOn3BOAMTCHA HA OCHOBaHMM COOTBETCTBYIOLLErO Npukasa pykosoamtens Oneparopa.

3. OBLWME MOJIOXKEHNA

3.1 MNAH, obpabaTbiBaemMble y Onepatopa, Luenu, OCHOBaHUE U CPOKN nx o6paboTkn ykasaHbl B
lMepeyHe obpabaTbiBaeMbIX NEPCOHaNbHbIX AaHHbIX.

3.2 O6paboTka NAH ocyecTBnseTca OnepaTopoM C UCMNOSb30BaHNEM CPeLCTB aBToOMaTM3aumm
n 6€3 MX UCrnonb30BaHus.

3.3 Cpoku xpaHeHus MNOH ycTaHaBnmMBaTCA B MMCbMEHHOM cornacum cyobekta NH Ha
00paboTKy ero nepcoHasbHbIX AaHHbIX, a Takke TpeboBaHNAMM 3akoHoAaTeNnbCcTBa Poccuickon
depepaumm, ycTaHaBNMBaOLWMMM CPOKU XPaAHEHUS LOKYMEHTOB.

4. OPTAHN3ALNA PABOT MO OBECIEYEHNIO BE3OIMNMACHOCTU
MEPCOHAJIbHbLIX OAHHbBIX

4.1 MNop opraHmsaumen padbot no obecneveHnto 6esonacHocTu MNLOH NoHMMaeTcA

dopMmnpoBaHNE N BCECTOPOHHEE 0BecneyeHne peannsaumnm COBOKYNHOCTM COMNacoBaHHbIX MO LENw,
3agadam, MeCTY N BpEMEHU OpPraHN3aLNOHHbIX U TEXHUYECKUX MEPONPUSATUIA, HanpaBreHHbIX Ha
MUHMMKU3ALMIO KaK HENOCPEACTBEHHOIO, TaK M ONOCPEeAOBaHHOIO yuepba oT peanu3aumm yrpos
6e3onacHocTn MNOH, 1 ocywecTBNSeMbIX B Lensx:

npegoTBpaLleHns BO3MOXHbIX (MOTeHuuanbHbIX) yrpo3 6esonacHocTtu MNAH;
HenTpanusaunm n/vnn napupoBaHusa peanunsyemblix yrpo3 6esonacHoctu MNAH;
nuKBMaaumm nocneacTsnn peanmsauumn yrpos 6esonacHoctu MNOH.

4.2 OpraHusauusa paboT no obecneyveHunto 6esonacHoctu NOH y Onepatopa gormkHa
OCYLLIECTBNATLCS B COOTBETCTBMM C AENCTBYHOLWMMM HOPMATMBHBIMU NPABOBbLIMU aKTamMun u
pa3paboTaHHbIMK AN 3TUX Lienen opraHmM3aLMoHHO-pacnopsanTenbHbIMU JOKYMEHTaMM MO
obecneyeHunto 6esonacHocTu MNAH OnepaTopom.

4.3 3agayv no npuseaeHuto aeatenbHoctM OnepaTopa B COOTBETCTBME C TpeboBaHNAMM
3akoHogaTenbcTBa Poccunckon ®egepauun B o6nactu MNMOH Bo3naraoTca Ha cneumanbHO Co34aBaemyto

ans atux uenen Komuccuio n nuu, OTBETCTBEHHBIX 3a OpraHmM3aumio obpaboTkm n obecneyeHme
6e3onacHocTtu NOH, KoTopble MOryT 6GbITb BKMOYEHBLI B COCTaB gaHHou Komucecun.

4.5 B cnyyvasx, koraa Onepatop Ha OCHOBaHUKU JoroBopa nopy4yaet obpaboTky MNOH TpeTbemy

nuuy, OnepaTopy HEO6XOANMO 3aKMNOYMUTb C AaHHbIM NIMLIOM cornalleHne o cobniogeHmm
6e30nacHOCTM NepCcoHarnbHbIX AaHHbIX, C BO3MTOXEHNEM Ha TpeTbe NULUo 06s13aHHOCTM No obecneyeHnto
KoHdmaeHumanbHocTh 1 6esonacHocTh nepefaHHbix Onepatopom MNOH (MMB0 BKNOYMTL AaHHOE
006513aTeNbCTBO B 3aKN0YaeMbI/AENCTBYOLLNIA OTOBOP).

4.6 PaboTbl Nno npueefeHuto gestenbHocTn OnepaTopa B COOTBETCTBUE C TpeOOBaHNAMMU
3akoHogaTtenbcTBa Poccuickon degepaumm BegyTcs No AByM HanpasneHusm: obecneyeHne
6e3onacHocTtu MNOH, o6pabaTbiBaeMbix 6€3 NCNONbL30BaHUA CPEACTB aBTOMaTun3aumm, n obecneyeHne
6esonacHoctu NMAH B UCMNOH OnepaTtopa.

4.7 PaboTbl no obecneveHuto 6esonacHocTu MNOH, obpabaTbiBaeMbix 6€3 NCNOMb30BaHNSA



cpencTts aBToMmaTtuiaunmn, BeayTcd no crneayrownmMm HanpasiieHUAM:

onpeaeneHne nepeyHs nuu, gonyLeHHbIx K obpadoTtke MAH;

nHopmMmpoBaHne pabotHmkoB Onepatopa 06 ycTaHOBMEHHbIX NpaBunax obpadotku MNOH n
TpeboBaHuin NO NX 3aLmTe, NOBbILLIEHNE OCBEAOMSIEHHOCTM B BOnpocax obecneveHuns
©e3onacHocTu MAH;

ydeT u 3awmta Hocutenen MNAH;

pasrpaHudeHue gocrtyna K Hocutenam MNAH;

yHUu4TOXeHue NOH.

4.8 OpraHusaums u BbiNOSTHEHNE MeponpuaTui No obecneyeHnto 6esonacHocTu MAOH,
o6pabaTbiBaemblx B UCIMOH OnepaTtopa, OCyLecTBNAIOTCA B paMKax CUCTEMbI 3aLUTbl MEPCOHArbHbIX
AaHHbIX UCTOH (nanee - C3MH), passepTbiBaemon B MCIOH B npouecce ee co3gaHnst unm
MoLEepHU3aumnn.

4.9 C3lAH npeacrtaBnseT cobor COBOKYNHOCTb OPraHM3aumMOHHbIX MepP N TEXHUYECKNX CPeacTB
3aWwmnThl MHGOpPMauuK, a Takke ncnonbdyembix B UCIMNOH nHdopmaumMOHHbIX TEXHOMNOTUNA,
PYHKLUNOHUPYIOLLMX B COOTBETCTBUM C OnpeaenieHHbIMU LensMmmn n 3agadyamm obecnevyeHust
©e3onacHocTH

MNAx.

4.10 C3lQH oomkHa ABNATLCSA HEOTbEMINEMON COCTAaBHOM YaCTbHO KaXXaoM BHOBb CO3JaBaeMon
NCIMOn OnepaTtopa.

4.11 Onsa cywectytowmx ACIMLOH, B KOTOPbIX B NpoLecce ux co3gaHust He bbinu
npeaycmoTpeHbl Mepbl No obecneveHnto 6e3onacHocTn MNOH AomkeH O6bITb NPOBEAEH KOMMIEKC
OpraHn3auUmMOHHbIX Y TEXHUYECKMX MeponpusaTUin no paspabotke n BHeapeHunto C3MMOH.

4.12 CTpyKTypa, cocTtaB U oCHOBHble doyHKumMM C3I[H onpenensitoTcst B COOTBETCTBUN C YPOBHEM
sawmwweHHocTn NCTOH n mogenbio yrpo3 6e30nacHOCTM NepPCoHarbHbIX aHHbIX Npy nx obpaboTke B
NCrgn.

5. MPOBEOEHWME PABOT MO OBECMNEYEHNIO BE3OIMNACHOCTU
MEPCOHAJIbHbIX OAHHbBIX

5.1 B uensx oueHKM ypoBHS 3alumieHHocTM obpabatbiBaemblx Y Onepatopa MNOH n
CBOEBPEMEHHOrO YCTPaHEeHNA HECOOTBETCTBMI TpeboBaHNsAM 3akoHogaTenbcTBa PP B obnactu 3awuTbl

MAOH y OnepaTtopa pa3s B rof A0MKeH NPOBOANTLCSA aHann3 U3MeHeHui npoueccos 3awmTbl MOH.
5.2 AHanns n3ameHeHui NPOBOAMTCS MO CreayoLMM OCHOBHBLIM HanpaeneHusIM:

nepeYeHb COTPYAHUKOB M TPETbUX NKL, AONyLEHHbIX B 06paboTke MN[H, cTeneHb nx
yyacTtus B obpabotke MNAH n xapakrtep B3aMmogencTensa mexagy cobon;

nepeyeHb 1 06em obpabartbiBaembix MNOH;

uenu obpabotku MNOH;

npoueaypbl cbopa, 3annucu, cuctemaTusaunmn, HaKONEHUs, XpaHeHUs!, yTOYHEHMUS
(oBHOBREHMSA, U3MEHEHUS), U3BNEYEHMUS, UCMONb30BaHWS, Nepeaadn (pacnpocTpaHeHus,
npegocTaBnenuns, goctyna), obesnnumanus, 61oKMpoBaHUS, yaaneHnss U YHUYTOXEeHne
MNAawx;

cnocobbl 06paboTkm MNOH (aBTOMaTM3MPOBaHHAsA, HEaBTOMaTU3MPOBaHHAas);

nepeyeHb YNONHOMOYEHHbIX OPraHoB, B paMKax OTHOLUEHWIA C KOTOPbIMU OCYLLLECTBNSAETCA
obpaboTka MNaH;



nepeveHb NPorpamMMHO-TEXHUYECKNX CPEACTB, NCNonb3yeMbiX Anis odpaboTkm MNMAOH;

KoHcpurypaums n tononorus NCIOH B uenom n ee oTAeNbHbIX KOMMOHEHT, husnyeckue,
PYHKUMOHASbHbIE N TEXHOMNOMMYECKNE CBA3M Kak BHYTPU 3TUX CUCTEM, Tak U C APYrMMu
cucTeMamm pasnnYHOro ypoBHS U Ha3HaYeHus;

cnocobbl M3NYECKOro NOAKMIYEHUS 1 NorM4yeckoro B3anmogenctemnst komnoHeHt VCTOH,
Ccnocobbl NOAKMIOYEHNS K CETAM CBA3M OBOLLEro Nofib30BaHUA U MEXAYHAPO4HOro
MHOpMaLUNOHHOro obmeHa ¢ onpegeneHnemM nNpPonyckHon CnoCoBHOCTU SIMHUIA CBA3N;

pexumbl obpaboTkum NOH B UCIOH B Lenom 1 B OTAENbHBIX KOMMOHEHTAX;

COCTaB UCMOMNb3yeMoro Komnsiekca cpeacts 3awuTsl MNMOH 1 MexaHM3mMoB ngeHTudmkaummn,
ayTeHTUdUKaumm n pasrpaHudeHns npae goctyna nonb3osatenen NCIOH Ha ypoBHe
onepaumoHHbIX cucTeM, 6a3 AaHHbIX U MPUKNAAHOro NPorpaMMHOro obecneyeHus;

nepeveHb OpraHn3aUnoHHO-pPacnopsANTENbHON AOKYMEHTaUNN, onpeaensowen nopsagok
obpaboTkn 1 3awmTsl MNOH y Onepatopa;

dumsunyeckne Mmepsbl 3aWwmThl MOH, opraHM3aums NPomnycKHOro pexnmMa.

5.3 PesynbTaTbl aHannsa namMeHeHui UCNOMb3YTCA OS5 OLEHKM KOPPEKTHOCTUN TpeboBaHUM no
obecneyeHuto 6esonacHocTu MNLOH, obpabaTbiBaeMbIX C UCMONb30BaHMEM CPEeACTB aBToMaTnsaumm n 6es

MCNosrnb30BaHUNA TaknxX cpeactB U Npun HeobxoaAnMoCTU nX YTOYHEHUA.

5.4'Y OnepaTtopa LOMmKeH BECTUCH yYeT OEeNCTBUN, coBepLluaeMblx paboTHnkamu Onepartopa
npu obpaboTke MNAOH B UCIMNOH. Oencteua c MNOH yunteiBatoTcsa B log-cparinax UCTOH w/vnu B
otaenbHon 6ase aaHHbIX NCT1OH.

5.5 floctyn k MOH ocyliecTBnaeTca B COOTBETCTBUN ¢ PernameHTOM No JonycKy COTPYAHUKOB
N TpeTbUX N, K 06paboTke NepcoHanbHbIX AaHHbIX, YTBEPXKAEHHBbIM OnepaTtopom.

5.6 Jluua, gonyuweHHble kK o6paboTke MNMOH, AOMKHBI BbITE NPONH(OPMUPOBAHDI:

0 ponycke k obpaboTke MNOH nyTem o3HakoMneHus ¢ NepeyHeM JOMKHOCTEN N TPETbUX NnL,
UMeIoLLMX AOCTYN K NepcoHasribHbIM AaHHbIM, obpabaTbiBaembiM y Onepartopa;

0 KaTeropusix obpabartbiBaembix [1H nyTeM O03HaKOMMEHUS C yTBEPXXAEHHbIM [lepeyHem
obpabaTbiBaeMbIX NEePCOHaNbHbIX AAaHHbIX;

0 npaBunax ocyliecteneHnst obpadotku MNMOH nyTem o3HaKOMNEHUA NO4 POCNUCH C
AOKyMeHTOB MonoxeHnem o6 o6paboTke nepcoHanbHbIX LaHHbIX.

5.7 HeaBTOoMaTtunampoBaHHas obpaboTka MNOH JormkHa OCyLWeCcTBNATLCS Takum o6pa3om, 4Tobbl

B OTHOLUEHUN Kaxagown kateropun MNMOH MOXHO BbINIO onpeaenuTb MecTa XpaHeHns MaTtepuanbHbIX
HOCUTEeNen U YyCTaHOBUTb NepeyeHb nuu, AonyueHHbIX K obpaboTke MNMAH. Y OnepaTtopa fomkeH
BecTUCb y4eT Hocutenen MNAH.

5.8 dukcaumsa NOH AomMKHA OCYLLECTBATLCA HA OTAESNbHBIX MaTepuaribHbIX HOCUTENSX
(oTaenbHbIX gokyMmeHTax). MNMOH 4OMKHLI OTAENATLCA OT UHOW MHGOPMaLMMN.

5.9 dukcaums Ha ogHoM MaTepuanbHoM HocuTene MNMOH, uenn o6paboTkM KOTOPbIX 3aBEAOMO
HecoOBMECTUMbI, He JonyckaeTcs. B cnydae ecnn Ha ogHOM MatepuanbHOM HOCUTENE BCe Xe
3adoumkcmpoBaHbl [NOH, uenu 06paboTkn KOTOPbIX HECOBMECTUMbI, AOIMKHbI OblITb NPUHATBI MEPLI NO
obecneyeHnto pasgenbHon obpadoTkm MNOH, B YaCcTHOCTK:

npu HeobXxoaMMOCTN NCMNOSb30BaHNA UNn pacnpocTpaHeHna onpeaernieHHbIX noH



ocylecTBnsieTcs BbIbopoyHoe konuposaHue MNOH, noanexalmx pacnpocTpaHeHUo unm
NCNoNb30BaHU0, cnocoboM, UCKMNoYaoLWNM OAgHOBpEeMEHHOE konvpoBaHue MOH, He
noanexalimx pacnpocTpaHEeHMIO 1 UCNOMNb30BaHUIO, U UCNONb3yeTcs (pacnpocTpaHseTcs);
Npu HeOBXOANMOCTM YHUUTOXEHUS UNK BroknpoBaHus Yactu MOH yHUYTOXaeTCcs unu
GrnokmpyeTcsi MaTepuanbHbli HOCUTENb C NpeaBapUTENbHBIM BbIGOPOYHBLIM KONMMPOBaHNEM
CBEAEHUI, He noanexalmnx YHUYTOXEHNIO Unn 6roKnpoBaHuto, cnocobom, UCKoYatoLWwmnm
oHOBpeMeHHoe konupoBaHue MNOH, noanexalmx YHUYTOXEHMIO U GITOKMPOBaHWIO.

5.10 MNpaBuna y4yeTa, XpaHeHnsa n yHmnyToxkeHus MNOH npn HeaBTOMaTM3MpoBaHHOM 0bpaboTke
onucaHbl B PernameHTe no y4eTy, XpaHEeHUIO N YHUYTOXEHUIO HOCUTENEN NepcoHanbHbIX
OaHHbIX.

5.11 [JomKkeH oCcyLLeCcTBNATLCA MOHUTOPUHT hakTOB HECAHKLIMOHMPOBAHHOIO JOCTYNa K
nepcoHanbHbIM JaHHbIM U NPUHMMATLCA COOTBETCTBYHOLLME MEPbI Npn nX 0BHapyxXeHnn. MoHUTOPUHT
ocywectBngetTca AamuHucTpaTopom 6esonacHoctn NCIOH.

5.12 AgmnHuctpatopom 6esonacHoctn NCTIOH AOMmMKEH OCYLLECTBATLCA KOHTPOb 3a
npuHMMaeMbIMKU Mepamn No obecneyeHnto 6e30nacHOCTU NePCOHarbHbIX AAaHHbIX.

5.13 MNMpwn obpaboTke MNOH, OnepaTop, AOMMKHA UMETb BO3MOXHOCTb U CpeacTea Ans
BoccTaHoBnenusa MNOH, B cnyvyae nx mogmdukaumm nnmnm yHUUIToXeHUn BCneactamne
HeCaHKLMOHNPOBAHHOIO A0CTyNa K HUM. NMpaBuna pe3epBHOro KONMpPoBaHus U BocctaHoBnernus MOH
OnepaTopom ycTaHOBMEHbl B PernameHTe no pe3epBHOMY KONMUPOBAHMIO NEPCOHAamNbHbIX AaHHbIX.

5.14 OnepaTop onpeaensieT nepeyeHb NoOMeLLeHn, ncnosib3yemblx npu obpaboTke MOH. MNpu
3TOM OpraHmsauus pexmnma 6e3o0nacHOCTU, oXpaHa 3TUX NOMELLEHUI A0MKHbI o6ecneunBaTb
CoxXpaHHOCTb HocuTenen MNAOH, a Takke UCKNYaTb BO3MOXHOCTb HEKOHTPONNPYEMOro
NPOHUKHOBEHNSA UNK NpebbiBaHMs B 3TUX MOMELLEHUAX MOCTOPOHHUX NULL.

5.15 MNonb3oeatenun ACIOH gomkHbl obecneymBaTb COXPAHHOCTb CbEMHbIX HOCUTENEN,
cogepxawmx MNOH. B cnyvae ytpaTbl HOCUTENS, NONb30BaTENW AOKHbI HEMeANeHHO coobwnTb 06
aTom AgmuHuctpatopy 6esonacHoctn NCIMOH.

5.16 Ecnn npu pabote c NOH paboTHuKy OnepaTtopa Heo6xo4MMO NOKUHYTL paboyee MecTo,
mMaTepuanbHble HocuTenu MNOH 4omKHbI ObiTb 3aLLMLLEHbl OT HEKOHTPONMPYEMOro AocTyna K HUM. [ns
3TOro MaTepuarnbHble HOCUTENM NOMELLAIOTCA B OTBEAEHHbIX ANA XpaHEHUs] MecTa.

5.17 B cny4ae poctuwxkeHusa uenu obpaboTkm MNOAH Onepatop npekpawiaet o6padboTky MNOH nnu
obecneyvnBaeT ee npekpalleHune (ecnm obpaboTka NOH ocywecTBNaeTcs ApYyrum fMUoM, 4eNCTBYOLLMM
no nopyyeHuto Onepatopa) n yHnutoxaet MNOH nnm obecneuntb Mx yHUUTOXEHME (ecnu obpaboTka
MOH ocywecTBnseTca opyruM NnLoM, OeNCTBYOWMM Mo nopydeHuto Onepatopa) B CPOK, He
npeBbILLaLWLMA TpuauaTn gHen ¢ aaTbl OCTUXKEHUs uenu obpaboTkm MNMOH, ecnu nHoe He
npegycMOTPEHO SOroBOPOM, CTOPOHOW KOTOPOro, Bblrogonpuodbperarenem nnu nopyymtenem no
KoTopomy aBnsieTcs cyobekT MNOH. B cnyyae ecnu MNOH HEBO3MOXHO YHUUTOXMWTb, TO OHU
OMNOKMPYIOTCA N YHUUTOXAKOTCS B CPOK, HE NpeBbILAaoLWni WwecTn Mmecsues. NoaTeepxaeHne
YHUYTOXEHUS NepCoHarbHbIX JaHHbIX B CriydasaX, NpefyCMOTPEHHbIX cTaTtben 21 defeparnbHoro
3akoHa ot 27.07.2006 N 152-®3 «O nepcoHasbHbIX AaHHbIX», OCYLLECTBNAETCS B COOTBETCTBUN C
TpeboBaHNAMMU, YCTAHOBIIEHHBIMU YMOTHOMOYEHHbIM OPraHoOM Mo 3aLMTe npaB CyObeKToB
nepcoHanbHbIX AaHHbIX.

5.18 MNpoeeaeHne paboT no cosgaHuto (MogepHusaumn) C3MOH BkNOYaeT cnegyowmne ctaguu:



npeanpoekTHasa cTaaus;
cTaausa NPOEKTUPOBAHUS;

ctaaua peanusaunn C3I0H;
ctagusa BBoga B gencrteue C3M0OH.

5.19 Ha npeanpoekTHOM cTagnn NpoBoauTCS onpeaeneHne ypoBHs 3awmweHHoctn ACTOH,
dopmupyeTtca Moaenb yrpos 6esonacHoctu MNAH npu nx obpabotke B CINOH, paspabaTtbiBaeTcs
TexHn4yeckoe 3aganue Ha C3lOH.

5.20 Onpegenexne ypoBHs 3awmueHHocTn NCIOH ocywecTBngeTcsa Ha OCHOBaHUN
MocTtaHoeneHus MpasutensctBa Poccunckon ®egepaumm ot 1 Hos6ps 2012 . N 1119 1. «O6
yTBEPXAEHUM TPeDOOBaHWNI K 3aLuTe NepcoHanbHbIX AaHHbLIX Npy X 06paboTke B MHpOPMaLMOHHBLIX
cucTemMax nepcoHanbHbIX OaHHbIX

5.21 B cBsa3u c Tem, 4to B ICINOH OnepaTtopa nommmo obecneyeHuns KoHpnaeHUnanLHoOCTm
obpabaTtbiBaembix [NOH TpebyeTca obecneunTb LenocTHOCTb 1 goctynHocTtb MNAH, UCTMOH OnepaTopa
ABNAIOTCA cneymanbHbIMU HpopMaunoHHeiMn cuctemammn. UCINOH OnepaTopa ykasaHbl B NepeyHe
MHAOPMALIMOHHBIX CUCTEM NEPCOHAanbHbIX AaHHbIX.

5.22 YposeHb 3awmeHHocTn UCTOH ohopmMnaeTcs cOOTBETCTBYHOLLMM aKTOM.

5.23 Mogenb yrpo3 6e3onacHocTu MNOH npu nx obpabotke B UCINOH doopmupyeTtcs Ha
ocHoBaHun pykoBoaswmx gokymeHtos PCTIK Poccum n ®CB Poccum.

5.24 lNMepeyeHb akTyanbHbIX Yrpo3 chopmupyeTtca ansa kaxagon MCIMOH OnepaTopa ¢ y4yeTom
ycnosuin pyHkumoHmpoBanus UCIOH n ocobeHHocTen obpaboTkm MAOH.

5.25 lNo utoram onpeaeneHuns yposHs 3awmieHHoctTn NCIOH n pesynbTaTtam onpegeneHns
aKkTyanbHbIX yrpo3 6e3onacHoctu MNOH dopmumpytoTca TpeboBaHusa no obecneveHnto 6esonacHoctm MNAOH,

obpabaTbiBaembix B UCIOH. [JaHHble TpeboBaHNA 0hopMnNATCA B BUAE TEXHUYECKOTO 3a4aHns Ha
C3naH.

5.26 Ctagna npoektnposaHuna C3INOH skntovaeT paspaboTtky C3MOH B coctaBe NCIOH, a
UMEHHO pa3paboTKy pas3aenoB 3agaHns U NPoekTa NpoBeaeHus No cosgaHuto (MogepHunsaumn) C3MNAOH B

COOTBETCTBUN C TPEOOBAHUSIMUN TEXHUYECKOTO 3a0aHUs;
5.27 Ctagna peanusaummn C3I[H BKOYaET:

3aKynKy COBOKYMNHOCTW ncnonb3yembix B C3MNOH cepTudnunpoBaHHbIX TEXHUYECKUX,
NPOrpaMmMHbIX U NPOrPaMMHO-TEXHUYECKMUX CPEACTB 3alunTbl MHPOPMaLMK U UX YCTAHOBKY;

onpegerneHve nogpasgeneHnn n HasHavyeHme nuu, OTBETCTBEHHbIX 3a 3KCNnyaTaLumto
CPeAcTB 3aWuTbl MHpOpMaLnn ¢ x obyveHnem;

pa3paboTKy akcnnyaTtaumMoHHon gokyMmeHTaumm Ha C3lMOH 1 cpeacTBa 3awmThl
MHdopMauuu.

5.28 Ha ctragum BBoga B gencteue C3IOH ocywecTBnaoTCS:

npegBapuUTeribHbl€ UCMbITaHUA CpeacCcTB 3allUThI VIHC*)OpMaLlI/II/I B KOMMJiekce C Apyrumu
TEXHNYECKNMMU N NpOorpaMMHbIMU CpeacTBaMu;
yCTpaHeHune HEeCOOTBETCTBMI NO UToram npegBapuUTeEsibHbIX NCNbITaHUW;



OMbITHas aKcnnyaTauusa cpeacTs 3awmTbl MHGOPMaLMKM B KOMMSEKCE C APYrMMU
TEXHUYECKMMU N NPOrpaMMHbIMU CPeaCcTBaMU B LENAX NPOBEPKN UX paboTocnocobHOCTH B
coctae VCIM;

npuemMo-caaTouHbIE UCTNbITAHUSA CPEACTB 3aLMThl MHGOPMaLMK Mo pesyrbTaTaM OnbITHOM
aKcnnyaTaumm.

5.29 B npouecce cyHkumoHnpoBaHusa NCITOH moxeT ocyliecTBnsaTbca mogepHmaauma C3MNOH.
B o6sa3aTtenbHoM nopsigke MogepHu3aums NnpoBOAUTCA B Criydae, ecnu:

NPOU30LLNO M3MEHEHNe HOMeHKNaTypbl obpabaTbiBaembix MNMH, BRekyLiee 3a cobomn
n3meHeHune ypoBHs 3awmweHHocTn ACTTOR;

NPOM30LLIIO M3MEHEHNE HOMEHKNATYpPbl U/MNKN akTyanbHOCTK yrpo3 6e3onacHocTu MAOH;

nameHunaco ctpyktypa NCIOH nnn TexHnyeckne ocobeHHOCTM ee NOCTPOEHUs (M3MEHMNCSA
COCTaB Unn CTPYKTypa NporpaMmHoro obecneveHms, TEXHUYECKNX cpeacTB 06paboTku
MAx, Tononorum ACTMOH v T.0.);

NPOM30LLNO N3MEeHEHNe 3akoHogaTenbcTBa Poccuinckon egepaunm B obnactu MNAH,
3aTparmeatoLiee Bonpockl obecneyeHms 6ezonacHoctn MNMOH npu nx obpabdoTtke B NCTOH.

5.30 MNpyn BO3HMKHOBEHUM YCROBUI BNnAWMX Ha 6e3onacHocTb MNOH (komnpomeTauns

napornemn, HapyLeHne LenoCcTHOCTU U OOCTYMHOCTN NEPCOHanbHbIX AaHHbIX 1 Np.) paboTHUK
OnepaTopa 06s13aH He3amMeanMTeNbLHO NPONHGOPMMpPoBaTb 06 aToM AgMUHUCTPaTopa 6e3onacHOCTH
NCMAOH.

5.31 Jlnua, BUHOBHbIE B HapyLLEeHUN TpeboBaHM, NpeabaBNAeMbIX 3akoHo4aTENLCTBOM PO K
3awmte MNOH, HecyT rpaXKaaHCKyto, YrofioBHY, aMUHUCTPATUBHYIO, ANCLMMIMHAPHYO N NHYIO
npeaycMOTPEHHYI0 3akoHogaTeNnbcTBOM Poccuinckon deaepaumm oTBETCTBEHHOCTD.
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